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1. BBenenue

1.1. Ha3zHaueHne JOKYMEHTA

DTOT JOKYMEHT sABisieTca PykoBoacTsoM anMuHucTpaTopa ceHes.

Jist komdopTHO# paboTsl ¢ ceHes momp3oBaTensiM HEOOXOAMMO:

— 3HaTh OCHOBBI PabOTHI ¢ Opay3epoMm.

— Brmamers nHCTpyMEHTaMU KOH(GUTYPUPOBAHUS W AIMUHUCTPUPOBAHUS
OS Windows, OS Linux, cucreMaMu BUpTyalu3aiuu, Kouteinepusanuu Docker
u CYB/] PostgreSQL.

— YMeThb  MOJIb30BaTbCsl  KOMAHAHOM  CTPOKOM M TEXHUYECKOU
JOKYMEHTAaIMeN K MPUMEHSEMbIM KOMIIOHEHTAM CUCTEMBI.

PyKkoBOICTBO aqfMUHUCTpATOpa MpeIHA3HAYCHO /IS CICTYIOIINX IIeTeH:

— [Tomoub NOIB30BATENIO KOPPEKTHO YCTAHOBUTH U Pa3BEPHYTh MPOIYKT.

— O3HAaKOMHTD MOJb30BATENIS C IMpoIeCCOM yCTaHOBKHU OOHOBJICHUM.

1.2. TepmuHbI

— ESB (Enterprise Service Bus) — cBs3yroriee nporpaMmmMHoe ooecrieueHue,
oOecreunBaollee LEeHTPATU30BAHHbIN UM  YHU(UIMPOBAHHBIA COOBITHIHO-
OpPUEHTHUPOBAHHBIN oOMeH COOOIICHUSIMHU MEXKTY pa3IMYHBIMU
UH(GOPMAIIMOHHBIMA CHUCTEMaMHM Ha TMPUHIUIIAX CEPBUC-OPHUEHTHPOBAHHOMN
APXUTEKTYPHI.

— MDM (Meter data management) — Kjiacc NPUKIATHBIX TPOTPAMM,
NPUMEHSEMBIX MPEANPUITUIMU HHEPreTUYECKOro CEeKTopa i YIpaBiIeHUS
JTAHHBIMU, TTOJTYYEHHBIMU C MPUOOPOB yU€Ta SHEPTHUHU.

— HES (Head End System) — cucrema, obecrieunBaroIiasi KOMMYHHKAIIAIO
¢ npubopaMH HMHTEJUIEKTyalbHOro yd4é€Ta, sl cOopa, MU3MEpeHHs, KOHTPOIsS

mapaMCTpOB U IPCAOCTABJICHHA NOCTYIIA ITOJIb30BATCIIAM U BHCITHHUM CUCTCMAM.
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—DLMS (Device Language Message Specification) — OTKpBITBIN
MPOTOKOJ /A7 OOMEHa JaHHBIMH ¢ TPHOOpaMu yderTa.

- CIIOAIC — cienmdukaius IpOTOKOIa 0OMEHa TaHHBIMU JIEKTPOHHBIX
CUYETUYMKOB MOCTPOCHHBIN Ha 6a3e DLMS.

—IEC 61968 — nipeacraBiisieT co00M CEpUI0 CTaHIAPTOB, OMPEACIISIONINX
oOMeH nHpopMalmen Mex1y CUCTEMaMH PacIipe/iesIeHUs SJEKTPOIHEPTUH.

—1EC 61968-100(2022) — WHTErpanus IIPUIIOKEHUN B
AJIEKTPO3IHEPTeTUKY oOmero mnoip3oBaHus. CucreMHble HHTEpQeicsl i
ynpasienus pacnpegenenueMm. Yacts 100. [Ipodunu peanuzanuu.

— CENC - cepBep KkaHaia CBSI3U, OCHOBHBIM Ha3HAY€HHUEM KOTOPOTO
ABJISIETCSI OOECTeUeHHE KaHalla CBSI3M MEXKIY YCTPONCTBaMM, UMEIOIIUX HE

nocTosHHbIN (AuHamuueckuit) IP-anpec u 110 BepxHero ypoBHs.

1.3. Ha3zHaueHune NpoayKTa

«ceHes» —xoMMyHUKallMOHHAs cUCTeMa JJIs OpraHu3aluy U o0ecreueHus
B3aUMO/ICHCTBUS ¢ Mpudopamu yuéra. O01acThi0 MPUMEHEHHUS B paMKaxX JaHHON
BEpPCHUH SIBJSIETCS cepBepHas (oOnauHas) miaatdopma B BUAEC MHUKPOCEPBUCHOU
apxuTekTypsl B Docker-koHTeiHepax.

ObecnieunBaeT UHTErpalio ¢ BHEIIHUMU MDM cucremamu norpedurens
yepes npenocrapienne REST-API na ocnose cranmapra IEC 61968-100 (2022).

Cucrema MO3BOJISIET OPraHU30BbBIBATH CBSI3b M 00ECIEUMBAET JIOCTYIN K
OCHOBHBIM (DYHKIIUSIM IIPHOOPOB.

[ToxnepxuBaeMbie TpUOOPHI yuéra:

CE207 CITOA2C/DLMS (Bepcwuii 10.x, 12.x).
CE307 CITOA2C/DLMS (Bepcuit 10.x, 12.x).
CE208 CITOADC/DLMS (Bepcuii 10.x, 12.x).
CE308 CIIOAD2C/DLMS (Bepcmit 10.x, 12.x)

[ToxpnepxuBaeMblie GyHKITUU:
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— YreHue AaHHBIX U3MEpPEHUN (B TOM 4HCIie MpOoPUiIed U MmapaMeTpoB
CEeTH).

— YreHue KypHaJIOB COOBITHIA.

— YreHue cOCTOAHUS pEE.

— W3meHenuil (yrnpaBlieHUE) COCTOSTHUEM PEJie.

— YreHue u 3anuch (CHHXPOHU3AIHS) BPEMEHH.

OcHOBHBIMM O0nacTsIMU IpuMeHeHUs1 ceHes aBIsitoTcs:

— MuTennexkTyanbHble CUCTEMBI yueTa aiekTpodHepruu (MCY D).

— PO3HUYHBIN PBIHOK DJIEKTPOIHEPIUU IS DIIEKTPOCETEBBIX KOMITAHUH.

— Ynpasnsromue kommanun: CHT, THT, TCXK, YK u npyrue.

— O0bexTel ACKYD «HeTpeboBaTeNbHBIX TOTPEOUTENECH C TTOIEPIKKOM

npudopoB yuéra no nporokony CITOADC.

1.4. OcHoBHbBIE PYHKIIUM NIPOTPAMMBI

B ceHes cymectByer 4eThIpe pOJIM IOJIB30BATENIEN 110 YMOJIYaHHIO:
M0JIb30BaTENb, ONEPATOP, AAIMUHUCTPATOP U M2m. Y KaxJA0H poJikd CBOM Habop
pa3penIeHn IO YMOJIYAHUIO:

— [oab3oBaTesn. FiMeeT 10CTyIl K IPOCMOTPY OCHOBHBIX (DOPM CHCTEMBI
Y YTEHMS AQpXUBHBIX JIAHHBIX MOKA3aHUM, COCTOSIHUNA U COOBITUN CUETUHKOB.

— Onepartop. Mmeer noctyn ypoBHS IOJIB30BAaTENb U JONOIHUTEIBHBIE
BO3MOKHOCTH:

— YrpaBineHue yCTpOHCTBaMH: J00aBIATh, PENAKTUPOBATH, YIAJSTh,
HACTpauBaTh NIapAMETPbI KAHAJIOB CBS3H U IIPOTOKOJIOB.

— YrpaBiieHue pesie yCTPOUCTB.

— YnpasieHue pacCliMCaHusIMU 3a4a4.

— AaMuHHCTpaTOp. MMeeT 1ocTyn ypoBHS Oneparop, a TAKkKe JTOCTYII K
YIIPABICHHUIO CUCTEMOW: HACTPOWKA CEpBEpa, yNpPaBJIEHUE I0JIb30BATENISAMU,

IIPpOCMOTP JIOI'OB.
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-m2m. HMwmeer AOCTYII K 4YTCHUIO CIIMCKa YCTpOﬁCTB, JaHHBIX H

BO3MOXXHOCTh 0Opamiarbesi K REST-API unterparuu Ha ocHoBe cranaapra [EC

61968-100(2022).
1.5. Texun4yeckne TpedOOBaHUS

Jnst xoppekTHO#l paboThl ceHes KOMIBIOTEP JOJKEH COOTBETCTBOBATh
CJIEIYIOIUM MUHUMAJIbHBIM TPEOOBAHUSM:

— MunumanbeHOE pa3penreHue 3kpana 1280x1024.

— OnepaTtuBHas namarth ot 4I'b.

— [MogkmroueHne Kk UHTEPHETY.

— bpay3sep.

PexomennoBanHbie Opay3ephl:

— Google Chrome v.123.

— Firefox v.124.

— Opera v.109.

OnepanMoHHbIE CUCTEMBI:

— TpeboBaruss k OC st cepBEpHOW YacTH JIOJDKHBI COOTBETCTBOBATH
aKTyaJlbHbIM TpeOoBaHusM 111 yctaHoBKU Docker 4.28.x (¢ ssmpom Engine 25.x).
Cmotpute paszzaen 2.1 no ycranoBke Docker.

— TpeboBanus k OC a1 KIHMEHTCKON YacTH JTOJDKHBI COOTBETCTBOBATH
TpeOoBaHUsM Opay3epoB, XapaKTEPUCTUKAM MOHHUTOpA U ONEPATUBHOW MaMATH
U3 IyHKTA BBIIIIE.

[Ipu pazsepteiBanuu mnpuioxeHuss Ha [IK, BeicTymaromniem cepBepoM u

KIIMCHTOM, Tpe6OBaHI/I$I BBIIIIC JOJIKHBI OBITH COBMCIICHHEI.

0 BHUMAHUE!
ITpu ucnonb3zoBanun VPN u Proxy BO3MOXHBI CETEBbIE MPOOIEMBI WIH

CIIOXKHOCTH y cily»0 oOecneunBaromux padoty Docker, WSL, Hyper-V.
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O3HakoOMbTECH C OQUITHATILHBIM PyKOBOJACTBOM Docker u nmpu HEOOX0AMMOCTH
oOpaTUTECh K CHCTEMHOMY aJIMHHHCTPATOPY ISl KOHCYJIbTAIlMA M PEIICHUS

coBMecTHOro ucrnonb3zoBanusi VPN, Proxy u Docker,

2. YcTaHoBKa

Jlig Havana HY>XHO NMOATOTOBUTH CHCTEMY, yCTaHOBUB B Heil Docker u
Docker-Compose. Heo0xoaumMo  yCTaHOBUTh  aKTyaJdbHYIO  BEpPCHIO C
oduManpHOrO canTa.

Ha texymuit Moment 3T0 Docker Desktop 4.28.0 (Engine 25.0.3, Compose
2.24.6)

Hwxe na pucynkax (Pucynok 1) u (PucyHok 2) npuBezieHa 1eMOHCTpaus

Bepeuit 1iig Windows u Linux.

ai"docker desktop

4.28.0 (139021)

Release Notes Acknowledgments Docker Subscription Service Agreement

Pucynox 1 — Docker Desktop, mpocmotp Bepcuu
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https://www.docker.com/

EP admin@cehes-dev: ~ = ] X

Pucynok 2 — IIpocmoTtp Bepcuu Docker Desktop uepe3 koHCOIb

@ BHUMAHUE!
Hns ycranoBku Ha Windows HEOOXOIMMO UWMETh IpaBa JIOKAIHHOTO

aMUHUCTpATOpa, a 1t Linux mpaBa ypoBHs sudo/root.
2.1. Ycranoska Docker

AKTyalbHbIE CUCTEMHBIE TPEOOBAHMS, OIIMCAHKUE IIPOLIECCA YCTAHOBKU U
cchUIKM Ha 3arpy3ky Docker Tekymieit Bepcun mpuBeneHbl B O(UIIMATBHON
JOKYMEHTALIUH 110 CChLIKAM:

Jns Windows: https://docs.docker.com/desktop/windows/install.

Jlms Linux: https://docs.docker.com/desktop/linux/install.

(1) BHUMAHHME!

Heobxoaumo ycranaBnuBath Docker Engine He Huxe Bepcun 24.X.

2.2. YcranoBka Docker Compose

Jns Windows on Oyznet ycranoBieH B coctaBe Docker Desktop.
Js Linux, ecnu ycTaHOBKa Mpou3BOAWIAch He C¢ maketoM Docker
Desktop, HeoOxouMa pydHasi yCTaHOBKa.

Hwxe npusenen npumep ycranoBku aiig Ubuntu 22.04.
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https://docs.docker.com/desktop/windows/install
https://docs.docker.com/desktop/linux/install/

Haunem c OIPCACICHUA IIOCIICAHCTO BBIITYCKaA Docker CO].’I’IpOS@ Ha

ctpanutie BoimyckoB (https://github.com/docker/compose/releases).

o BHUMAHMUE!
B npumMepax koMaHa HUXKE 3aMEHUTE BEPCUIO v2.26.0 Ha aKTyaIbHYIO.
3amyctute caeayoomyo komaHmy s 3arpy3ku Docker Compose wu

MPEeI0CTaBbTE II100ANBHBIN NOCTYM K 3ToMy [1O B cBOEH cucTeme:

$ sudo curl -k -L
"https://github.com/docker/compose/releases/download/v2.26.0/
docker-compose-$ (uname -s)-$ (uname -m)" -o
/usr/local/bin/docker-compose

BapI/IaHT 3adIllyCKada KOMaHAbI C YKAa3aHUCM IIPOKCHU—CCPBCPaA:

$ sudo curl -x 'http:/10.5.0.9:3128' -L

"https://github.com/docker/compose/releases/download/v2.
26.0/docker-compose-$ (uname -s) —$ (uname -m) " -0
/usr/local/bin/docker-compose

BapHaHT 3allyCKa KOMaHJIbl C  YKAa3aHHUCM  IIPOKCU—CCPBECpA U

urHopupoBanue SSL ceprudukara (mapametp -k uinm --insecure):

$ sudo curl -k -x 'http:/10.5.0.9:3128' -L

"https://github.com/docker/compose/releases/download/v2.
26.0/docker-compose-$ (uname -s)-$ (uname -m)" -o
/usr/local/bin/docker-compose

3areM HEOOXOJMMO 3aJlaTh MPABUJIBHBIE pPa3pelIeHUs, YTOObI CHENaTh

komaHy docker-compose NCTIOTHSIEMOIA:

| $ sudo chmod +x /usr/local/bin/docker-compose

UtoOBl MNpOBEPUTH YCHEIIHOCTh YCTAHOBKM, 3aIlyCTUTE CIIETYIOIIYIO

KOMaHAy:
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https://github.com/docker/compose/releases

S sudo docker-compose --version

BeiBox OyAeT BHITIISICTH CIEAYIOMIMM 00pa3oMm:

$ Docker Compose version v2.26.0.

2.3. PazBéprhIBaHMe U 3aIIyCK NIPOEKTA

[Tocne Toro kak Docker u Docker-Copmpose ycTaHOBIEHBI, JOCTATOYHO
3aIlyCTUTh KOMaHAy Pa3BEPThIBAHUS NPOEKTa M3 peno3uTopus Nexus (cepBuc
Ouepromepa Codr).

Jlist Toro HeobxoaUMOo ckonupoBath (aiiasl docker-compose.yml u .env
B JIOOYI0 Marky (He peKOMEHIYEeTCsl UCTI0NIb30BaTh JJIMHHBIE IyTH B Mankax Win
KUPUJUTMYECKUE CUMBOJIBI).

[Tocne gero, mepeiins K manke ¢ GaitsraMu B KOHCOJIHU, BHITIOJIHUTD KOMaHIY

(cm. mrar 3 B paznene 2.4 OOHOBIICHHE):

Ubuntu:

| $ sudo docker-compose -p hes up -d

Windows:

| docker-compose -p hes up -d

o BHUMAHMUE!
st obecnieuenust 6e3onacHOCTH pekoMmenayercs B docker-compose.yml
Iepea pa3BePTHIBAHMEM, IPONUCATh NApOJb CUCTEMHOIO aJMUHHUCTpaTopa
CVYB/] PostgreSQL (3ameHuUTH root Ha TpeOyeMblid B CICIYIOMMUX MapameTpax -

POSTGRES USER=root - POSTGRES PASSWORD-=roo0t).
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o BHUMAHMUE!
Jnst Windows KOHCOJIb yHpaBJIeHHsS] HEOOXOJUMO OTKpPBITH OT MMEHH

aJIMUHUCTPATOPA.

0 BHMMAHMUE!

JUis yCHEIIHOTO BBINOJHEHHS] BCEX JEHCTBUN HEOOXOIUMO HaIU4He
UHTEpHETA. B ciywae, ecim MHTEpHET AOCTYIEH Yepe3 IPOKCHU-CEpBEp, TO
HEoOXOoIMMO HacTpouth cucremy u Docker Ha paboTy depe3 Hero

(pexoMeHIyeTCsl UCIIOJIb30BaTh MHTEPHET 0€3 MPOKCU-CEPBEPA).

o BHUMAHUE!

Jnst  uckimoueHus  OECKOHTPOJIBHOTO — PACIIUPEHUsT  JIUCKOBOTO
MPOCTPAHCTBA MIPU BHYTPEHHEN mpoiieaype JorupoBanus Docker koHCOIBHOTO
BBIBOJIa KOHTEHHEPOB HEOOXOJUMO HACTPOUTHh OTPAHWYEHUS Ha (DAMIIBI JIOTOB
Docker (odurmanbHasi JOKyMeHTaIUsI TOCTYITHA [0 CCLUIKE).

Hampumep, 1o6aBuB orpaHuyYeHUS:

"log-opts": {
"max-file": "5",
"max-size": "10m"

Oto He Oosiee 5 ¢aitoB 10TOB apxuBa ¢ pazmepoM He 6omee 10MBb.
Hns Docker Desktop mog Windows MOXXHO BBITIOJIHUTh HACTPOUKH

(Pucynok 3).
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https://docs.docker.com/config/containers/logging/configure/

@ docker desktop Q, search forimages, contai.. [CubK ] @ & e =

Settings

Docker Engine

=, Sl v25.0.3

Resources

Docker Engine "enabled": true
1
e
Builders "experimental": false,
"insecure-registries™: [
"https://nexus-server:
Kubernetes "http://nexus-server:f
1,
"log-opts": {
.) Software updates "max-file": "gn,
"max-size™: "10m"
Extensions } :

Features in development

Notifications

@ Signed in

Pucynok 3 — Hactpoiika orpaHnyeHui

Configure the Docker daemon by typing a json Docker daemon

[locne m3MeHeHHs HACTPOEK HEOOXOAMMO HaXaTh KHOMKY «Apply &

restarty.

(1) BHUMAHHME!

Bo3MmokHa ycTaHOBKa M HacTpoika cepThudukara Oe30MacHOCTH i

nonkirrouenus nmo HTTPS.

HpI/I H€O6XOI[I/IMOCTI/I €0 MOXHO YCTAHOBHUTL IIO IIYTH XPAHCHHUA TOMa

cloud nginxssl. [lyTe MOXHO y3HaTh B mapameTpe Mountpoint, BBINOJHUB

KOMaH/Iy:

docker volume inspect hes nginxssl

[Tpumep BoiBOgA (PucyHOK 4):
[

"CreatedAt": "2023-11-27T16:24:452"

"Driver": "local",
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"Labels": {
"com.docker.compose.project": "hes",
"com.docker.compose.version": "2.23.3",
"com.docker.compose.volume": "nginxssl"

}I

"Mountpoint":

"/var/lib/docker/volumes/hes nginxssl/ data",

"Name": "hes nginxssl",

"Options": null,

"Scope": "local"

EP admin@cehes-dev: ~ - O X

Pucynox 4 — [Ipumep BbIBOJIa B KOHCOJIH

[To myTtu /var/lib/docker/volumes/hes nginxssl/ data B mognmankax private
public HeoOxoamMo pacnonoxuTh ¢ainel kiatoua (nginx-selfsigned.key) u
ceprudukara (nginx-selfsigned.crt).

[Tpumep MOATOTOBKH CaMOTIOJIHMCAHHOTO cepTudukara cMm. manee 3.1.

Hacrpoiika ceprudukara. HyxHO o0OpaTuTh BHUMaHuUE Ha 00s3aTelIbHOE

HaJIu4ue B cepTudUKaTe BCEX BapUaHTOB albTepHAaTUBHBIX UMEH DNS u IP B

[alt names].
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[locne ycmemHoOro pa3BepThIBaHUS KOHTEHHEpOB BeO—UHTEp(eiic

NpuiIoKeHus: OyJeT nocTyrneH nmo ccbuike https://localhost mubo mo aapecy IP

cepBepa, Ha KOTOPOM OHO OBLIO pa3BEPHYTO.

2.4. O0OHOBJICHHE

Pexomenpayercs ciemyroias nociaea0BaTeIbHOCTh I1aroB:
1) OcranoButrs cepBucsl (Pucynox 5). Otor mmar
HE00s13aTeIbHBIM.

Ubuntu:

ABJIACTCA

| sudo docker-compose -p hes down

Windows:

| docker-compose -p hes down

admin@cehes-dev: ~/hes

Pucynok 5 — OctaHoBKa CepBUCOB

2) OO6HoBuTh cepBuchbl (PucyHok 6). DTOT mar MOXKHO BBITIOJIHUTH

MMOBTOPHO, YTOOBI yOEIUTHCS, YTO BCE OOHOBJICHHS MPOIUIA YCIEITHO U OoJiee

CHCTCMa HC O6Hap}7)KI/IBaCT HOBBIC BECPCUH 06p330B.

Ubuntu:

| sudo docker-compose -p hes pull
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https://localhost

Windows:

| docker-compose -p hes pull

EP admin@cehes-dev: ~/hes = [ X

Pucynok 6 — OGHOBIIEHHE CEPBHUCOB

3) 3anyctuth cepBuchl (PucyHok 7). DTOT mar MoOxeT HoTpeOoBaTh
HEKOTOpOE BpEMs, KOTOPOE€ HEOOXOAMMO CepBUCAM ISl HHHUIMAIU3AIUN
HAcTpoek npu ux crapre. HeoOxoaumMo nokaaTbes, MOKa y Ka)XaA0ro cepBuca
Oynet BeiBeZieHO cocTostHue Started wnu Healthy.

Ubuntu:

| sudo docker-compose -p hes up -d

Windows:

| docker-compose -p hes up -d
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EP admin@cehes-dev: ~/hes = [ X

Pucynoxk 7 — 3amyck cepBucoB

2.5. Pexomenaanuu npu 00HOBJICHUM

B cBsf3M ¢ BO3MOXHBIMH HW3MEHEHHUSIMH COCTaBa CEpPBUCOB, IMEpen
NpPUMEHEHHEM OOHOBJEHHM HEOOXOAMMO OCTAaHOBUTH BCE  CEPBUCHI,
3anymieHHbie ¢ nomoibio docker-compose (aitna Texkymieit Bepcuu. ITa
npoleaypa Heooxoauma, s n30exaHuss KOH(PIUKTOB MEXTy BEPCHIMU.

[Tocne octanoBku - HeoOxoaumo 3ameHuTh docker-compose Qaitn Ha
aKTyaJbHBIM U BBIMOJHUTH MPOLIEAYPY OMHCAHHYIO B TIPEIBIAYIIEM pa3zele.

3. KonpurypupoBanue

3.1. Hacrpoiika ceprudukara

daiin cepTudukaTa T0KEH OBITh PACIIONOXKEH MO MyTH XPAHEHHS] TOMa

hes nginxssl. (cM. monpazaen 2.3. PazpEpThiBanne 1 3alyCK IPOEKTa, B pa3aese

): /var/lib/docker/volumes/hes nginxssl/_data. Umsa daiina nomxHo
ObITH nginx-selfsigned.crt
JIiist reHepany caMOTOANMCAHHOTO cepTU(UKaTa, MOKHO HCIIOJIb30BaTh
openSSL.
[Tpumep co3maHus CaMOTIOATIMCAHHOTO cepTudukara as Linux:

1. Coznaiite HOBYIO NANKY Uil padOTHI U IEPEUIUTE B HEE:

mkdir /new-certs
cd /new-certs
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2. CrenepupyiTe MIPUBATHBIA KIIHOY:

openssl genrsa -out nginx-selfsigned.key 2048

3. Coznaiite TekcToBbIH (haiin ssl_conf ciaemyromiero coaep:kanus:
[req]

default bits = 4096

prompt = no

default md = sha256

x509 extensions = v3 req
distinguished name = dn

[dn]

C = RU

ST = {kpait/obnacTe/mraT}

L = {ropon/HaceJIeHHE IYHKT }
@) = {opranmzauud}

CN = {IOoMeHHOe MMA cepBepal
emailAddress = {»2JIeKTpPOHHAas IrouTa}

[v3 req]

subjectAltName = (@alt names

[alt names]

DNS.1 = {DoMeHHOe MMHA CepBepa}l
IP.1 = {ip-azmpec cepBepa}
T BHUMAHMUE!

3ameHuTe 3HaYeHUS B (QUTYPHBIX CKOOKaX Ha BaJUHBIC.

4. Crenepupyiite cepTuduKaT KOMaH0M:

openssl req -new -x509 -key nginx-selfsigned.key -days
730 -out nginx-selfsigned.crt -config <(cat ssl conf)

ATnbTEpHATUBHBIM  CHIOCOO  TEHEpUpoBaHUS  Kioda 0Oe3  ¢aiina

KOH(UTYpaLIUU:

sudo openssl reqg -x509 -nodes -days 730 -newkey rsa:2048

-out selfsigned.crt -keyout nginx-selfsigned.key —addext
"subjectAltName = DNS.l:{kxopoTkOe @IOOMEHHOE WUMsa CepBepal,
DNS.2: {omomMeHHOe umMsa cepBepa}, IP.l:{ip-anpec cepmepa}"
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B nmanHOM ciyyae Bce mapameTphl, OMHCAHHBIE B (ailie KOHPUTrypaiuH,
OyayT 3aIpalliiBaThCs Ui BBOJA B MPOLIECCE FEHEPALIMU KITH0YA.

5. [lepemectute kimrou nginx-selfsigned.key B mamnky private, kotopas
OblJ1a MPUMOHTHPOBAHA K CEPBUCAM NZInxserver.

6. [lepemectute ceptudukar nginx-selfsigned.crt B manky public,

KOTOpast ObUIa MPUMOHTHUPOBAHA K CEPBHCAM NZINXSErver.

7.  YcraHoBHUTE JaHHBIE CepTH(UKAThl KaK JOBEPEHHBIE Ha
CBOEH JIOKAJIbHOW MaIIWHE, 4YTOObl H30eXaTh MNpPeryNnpeKaCHUS

Opay3epa 0 HEZJOBEPILIEHHOM cepTU(UKaTe.

8. [TepesamycTuTe CEpPBUCHI.

[TonpoObHOCTH MOXKHO U3YUHTh B 0ULIMaIbHON JoKyMeHTamu OpenSSL.

3.2. Hacrpoiika cepBuca coopa

Jnst HacTpoOlkM CUCTEMBI cOOpa BO3MOXKHO HCIOJIb30BATh MEPEMEHHBIE
OKPYKEHHUSI.

Hns sroro B (aiine docker-compose.yaml B crucke CcepBUCOB
HEOoOXOMMO HaWTHU cepBUC exchanger m ycTaHOBUTH TpeOyemble 3HAUYCHUS
NEepEMEHHBIX OKpy»KeHus. Hampumep, mayist yctaHoBku paboThl coopa B 1000
MOTOKOB:

exchanger:
environment:
- exchange concurrency=1000

Crnucok nepeMeHHbIX OKpykeHus ajisi coopa (Tabmuna 1):

Ta6numa 1 — Cnucok rnmepeMeHHbIX OKpYKEHHUS 711 cOopa

IlepeMeHHast OKpYKEHUS 3HaYeHHE 110 YMOITIAHUIO Onmcanue

exchange concurrency 10 MakcumanabHOE KOJUYECTBO
napajuIeIbHBIX ITOTOKOB
cOopa/oTIpaBOK KOMaH]I
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exchange jobLifetime 00:05:00 MakcumaiabHoe BpeMs
KU3HH 3a7auu
cOopa/oTIpaBKu  KOMAaH/IbI,
nocjie KOTOporo oHa Oyper
OTMEHEHa, B Clly4ae ecIH
OTCYTCTBYE€T  AKTUBHOCTh
KaHaja CBSI3U

[TepemeHHbIE OKpPYXKEHMSI Takk e MOKHO HACTPOMUTb, BBEIS TpeOyemble
3HAUYEHUS B COOTBETCTBYIOUIMH (hailsl .env, pacnojiokeHHbId psagom ¢ docker-

compose.yaml.

[Ipnmep:

EXCHANGER CONCURRENCY=1000
EXCHANGER JOB LIFETIME=00:05:00
HES NAME=DEMO

3.3. Hacrpoiika cepBuca DeviceMaintenance

CepBuc DeviceMaintenance — COIEpKUT pAl MEPEMEHHBIX OKPY>KEHUS,
KOTOPBIE MOTYT UCIOJIB30BATHCSA ISl KOH(PUTYpHPOBaHUS IOBEICHHS CEPBHCA

Crnucok nepeMeHHbIX okpyxeHus (Tadnuna 2):

Tabmuma 2 -~ CoOUCOK — TEPeMEHHBIX  OKPYXKEHHUS  CepBHCa
DeviceMaintenance
IlepeMeHHast OKPYKCHHUS 3HaueHHe MO YMOJIYAHUIO Onucanue
HostInfo  Name UNAVAILABLE HNms xocta, koTtopoe Oyner

0oTOOpaXkaThCsl Ha JIamoope
U cTpaHwuie ¢ uHpopmammen
0 xocte B nojie «CepuiHbIn

HOMEDPY.
HostInfo  IsCloud true ®nar  Ttoro, uyro IIO
3amyIieHO B 00JIaKe
HostInfo  Address CrpokoBas uHpopMaius o0
ajpece
Hostinfo Geo Latitude 0 Koopaunarsl: [1lupoTa
Hostlnfo Geo  Longitude |0 Koopaunatst:.Jloarora
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ITepemMeHHbIE OKpPYXKEHMSI TaKkKe MOYKHO HACTPOMUTb, BBEIs TpeOyemble
3HAYEHUS B COOTBETCTBYIOUIUH (haill .env, pacnojioxkeHHbId psagom ¢ docker-

compose.yaml.

3.4. Hacrpoiika cepBuca Identity

CepBuc Identity — comepXHUT psii MEPEMEHHBIX OKPY>KEHHUS, KOTOPBIC
MOTYT HCIIOJIb30BaThCA U1 KOH(GUTYpUpoBaHus noBeneHus ceppuca (Tabmuia
3).

Tabnuna 3 — Ciucok nepeMeHHbIX OKpyxkeHust cepuca Identity

[lepemeHHast OKpY>KEHUS 3Ha4yeHue 0 YMOJYaHHUIO Onucanue

HostURI URI/IP-agpec xocTa
[Tapametp HE00X0AUMO
yKa3aTh B COOTBETCTBHH C
HaCTPOEHHOU
UHPPACTPYKTYPOH, TUISt
BO3MOXHOCTH KOPPEKTHOT'O
BOCCTaHOBJICHHUS napost
10JIb30BATEIIS

AuthSettings  Signing Knrou nns nmopnucu JWE —
TOKEHa

AuthSettings  Encryption Kmrou mna  mmdpoBanus
JWE-TokeHa

3.5. Hacrpoiika cepuca CENC

CepBuc CENC — conepKuT CIEIyIOWHNI psl TEPEMEHHBIX OKPYKEHHUS,
KOTOPBIE MOTYT HMCIIOJIb30BAThCA JUIsI KOH(DUTYpUPOBAHUS €TI0 TIOBEICHUSI.
Crucok nepeMeHHbIX OKpY>KeHHs yKa3aH B Taounuiie 4.

Ta6nuna 4 — Ciucok nepeMeHHbIX okpyxkenus cepsuca CENC

IlepemeHHasI OKPYKEHUS 3HaueHue no ymoadanuo | Onucanue

CENC _Device Listen 0 | 11001 [Topt TUTSt MTOAKITIOYCHUS
ycrpoiictB mo TCP/UDP

CENC _Device Listen 1 | 11002 [Topt TUTST MTOAKITIOYCHUS
ycrpoiictB mo TCP/UDP

CENC AMR Listen 0 22002 Ilopt mis nogximrouerus 110
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CENC __ Device Additiona | true Heo6xoanmo m cepBepy

lActions__LastGasp__ Confi MOATBEPK/IaTh MOJyUYEHHUE MaKeTa

rmReceiving «TIOCETHUN B3I0X» OT MOMYJSA
CBS3H
Jis  OTKIIOYEHUS — YKaXHTe
3HaueHue false.

Plugins Energomera.Hes.C | cenc HNMs nmosb3oBaTenss OT KOTOPOIO

ENC.Plugins.CEHesIntegrat CENC Oyner BBITIOJTHSTh

ionPlugin__auth username olepanuu.
Host paboThI cepBuca -
H0JIb30BaTeNb JOJDKEH 00J1afaTh
IpaBaMH aIMUHUCTPATOPA.

Plugins__ Energomera.Hes.C | ¢ZxXBZLFctieRCPrz3ru | [Tapons I10JIb30BaTENsA IS

ENC.Plugins.CEHesIntegrat | 61GEZ6gNxQif ayTeHTU(UKALUU cepBUCa

ionPlugin auth password

CENC__ Device Additiona | 00:01:15 Bpemss mpocTtost  coemuHeHUS,

lActions__ Ping InactiveToS rociie KOTOpOTO cepsep

end nonpoOyeT OTIpaBUTh COOOIIEHNE
NIPOBEPKH  COEOUHEHMS  AJA
YCTPOMCTB MOJAEP>KUBAOIIUX
JaHHbIM TUN naketa. Bo Bpems
YCTaHOBJIEHHOT'O COETMHEHUS
Mexay ycrporicteom u  I1O
BEPXHETO YpOBHS - HE
HCII0JIb3YETCS

CENC_ Device Lifetime | 00:00:30 Bpemss mpocTtost  coemuHeHUS,

_IdleTimeout 10CJie KOTOPOTO CEpPBEP MEPEBEET
YCTPOMCTBO B COCTOSTHUE
IIPOCTauBAIOLIEE

(’ BHMMAHUE!

Uucna B koHue 0, 1 — wHAEKCHI B MaccuBe, Hymepalus B KOTOPOM

HaunHaeTcs ¢ 0; TakuM 00pa3om, B ciiydae eciii HeoOxoaumo HacTpouTsh 100

IIOPTOB — MOCIEAHEE YUCIO - 99.

o

BHUMAHUE!

B CIydaC¢ H3MCHCHUS IIapOJIsd II0JIB30BATCIIA B TPUIOKCHHUH - JJIA

paboToCIOCOOHOCTH

ccpBucCa -

HEOO0XO0IMMO

MEPEMEHHBIE CPEeJIbl JIMOO IPYTUM 00pa3oM.

o

BHUMAHUE!

OOHOBUTH TApOJbL Yepe3
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Pexomennanuu o padote ¢ UDP.

1. Cepep CENC pomxeH ucnoyib3oBaTh Oenblii OTKpBITBIN [P-agpec

. B cBfA3M C BEpPOATHOCTBIO TMOTEPH IIAKETOB,

oe3 IMPOMCIKYTOYHBIX 3BCHBCB, CCJIIM 9TO BO3MOKHO.

. Eciim cepep 3a NAT — mpoBepbTe €ro HaCTpOMKH, Ha IMPOIYCK

UDP-makeToB u BpeMs >KU3HU 3alMCH MapIIPyTU3AIUH, TaK YTOObI
OHO OBUIO 1I0CTATOYHOM ISl OAJEPKAHUS CBSI3H.

a TaKk XKe —
BO3MOXXHOCTBIO 3aKpbITUSl KaHaja Ha IMPOMEXYTOYHONH CTOpPOHE
(omepaTopom coToBoi cBsi3u wiu cepsepoM NAT), HacTpoiiTe Ha
ctopone CENC u B mapameTpax MOZIYJS CBSI3U yCTpOicTBa Ooiee
4acTyl0 IIPOBEPKY CBsI3U C cepBepoM. Bpems mnondupaercs

WHJVMBUAYAJIbHO, PEKOMEHIyeMbIe 3HaueHus: 15 cek. - 30 cek.

Hactpoiika ornpaBku co0biTuii B ceHES.

HCO6XOIII/IMO YKa3aTb MaCCHUB CO6I>ITI/Iﬁ, KOTOPBIC OOJIKHBI OTIIPABJIATHCS

B ceHES.

Crnucok coobiTuii, KoTopbie MoxkeT oTnpasisith CENC, npusenen B REF

_Ref12 \h \* MERGEFORMATTab6nuue 5.

Ta6muma 5 — CobbiTus, otnpasisembiec CENC

CoObITHE

Onucauue

SET CENC DEVICE CONNECTED

Y CcTpoiicTBO NOAKIIFOYECHO

SET CENC DEVICE DISCONNECTED

YCTpONCTBO OTKIIOYEHO

SET CENC DEVICE ACCESS START

Hauvano wucnonn3oBanuss CENC B kauecTBe
KaHaJa CBI3U

SET CENC DEVICE ACCESS FINISH

Oxonuanue wucnoip3oBauug CENC B

KadyCCTBC KaHalla CBA3HU

SET CENC ERROR

Cucremuas omuoka CENC

SET CENC AMR USER ADDED

AMR-arenT nobdasieH

SET CENC_AMR_USER UPDATE NA
ME

Oo6HoBIIEHO UM AMR-arenra

SET CENC_AMR USER UPDATE PA
SSWORD

Oo6noBneH mapons AMR-arenra
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I[JI}I HaCTpOﬁKH CO6I>ITPII>’I, MOJKHO BOCITIOJIB30BATLHCA IICPCMCHHBIMHA CPCbI
U niepenaTh HeoOxoaumbie coObITHs U3 docker-compose (aitna.

[Tpumep:

Plugins Energomera.Hes.CENC.Plugins.CEHesIntegrationPlug
in notifications 0=SET CENC DEVICE CONNECTED

Plugins Energomera.Hes.CENC.Plugins.CEHesInteg
rationPlugin notifications 1=SET CENC DEVICE DISCONNECTED

B  ngamHOM  mpuMmMepe —  HACTpOWJIM  MepeAady  COOBITHIA
SET _CENC DEVICE CONNECTED,
SET CENC _DEVICE DISCONNECTED B ceHES.

[To ymonuanuro CENC otmpaBisieT cCOObITHS:

— SET _CENC DEVICE CONNECTED

— SET CENC _DEVICE DISCONNECTED

— SET_CENC_ERROR

— SET _CENC_AMR USER ADDED

— SET CENC_AMR USER UPDATE NAME

— SET CENC _AMR USER UPDATE PASSWORD

[Ipumep mnonb3oBatenbekot HacTporku cepBuca CENC B docker-

compos’e:
hes-cenc:
restart: always
image: hub.energomera.ru/hes/hes.cenc
container name: hes-cenc
hostname: hes.cenc
networks:
- hes-net
ports:
- "65000:65000/tcp"
- "65000:65000/udp"
- "65001:65001/tcp"
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"65001:65001/udp"
# IlpuMep Ha CcJydal, eCiM Ha XOCT-MallMHe NPOoOPOC IOJIKEH OTJIMYATHCH
- "5000:65002/tcp"
- "5000:65002/udp"
- "64000:64000/tcp"
# IpuMep Ha CcJydaiy, ecyM Ha XOCT-MalMHe NpoOpoC IOJIKEH OTJIMYATHCH
- "5001:64001/tcp"
# Ina npobpoca MNOPTOB MNPSIMOTO HOCTyIla
# - "7500-8000:7500-8000"
environment:
# KacTOMHEE MOPTH MNPOCIIYUMBAHUS MNONKJIOUEHUS YyCTPOMCTB
# BHYTPM KOHTEMVHepa
# vx HeoBXOIMMO CMANNMUTL C HOPTaMM XOCTa B CeKUMM ports’
- CENC_ Device Listen_ 0=65000
- CENC Device Listen 1=65001
- CENC_ Device Listen 2=65002
# KacTOMHBE I[IOPTH MNPOCHYNMBAHMA MNOIOKJIOUeHMS [0 BEepXHETO
YPOBHS
# BHYTPM KOHTEeNHepa
# vx HeoBXOIMMO CMANNMUTL C HOPTaMM XOCTa B CeKUMM ports’
- CENC__AMR Listen 0=64000

- CENC__ AMR Listen 1=64001
depends_on:

rabbitmg:

condition: service healthy
devices:

condition: service healthy
identity:

condition: service healthy
psqglserver:

condition: service healthy
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3.6. Hacrpoiika cepBuca Logger

CepBuc Logger — CIyXuT JJi XpaHEHUs U MPEIOCTABJICHUS JIOTTOB U
COOBITUI cUCTEMBbl. Tak € CEpBHUC BBIMOJHSAET OMEpPAIMU OYUCTKHU JIOTOB, B
COOTBETCTBUM C MEPEJAHHBIMU HACTPOMKAMH.

ba3oBasi HacTpoilika OYHCTKH JIOTOB MOET OBITh OCYIIECTBIICHA C

MOMOIIBIO TIepeMEHHBIX OKpyxeHus (Tabmuma 6).

Tabnuua 6 — Cnucok nepeMeHHbIX OKpyxkeHus cepBuca Logger

[lepeMeHHast OKpY>KEHUSI 3HavyeHue 1o yMonyanuto | Onucanue
DebuglogsLifetime Fatal 60.00:00:00 Bpemst xpaHneHus: 0Taaq09HbIX
joroB ypoBHs Fatal
DebuglogsLifetime  Error 60.00:00:00 Bpemst xpaHeHus1 OTIaq0YHBIX
noroB ypoBHst Error
DebuglLogsLifetime Warning 60.00:00:00 Bpemst xpaHeHus1 0TIaq09HBIX
J10roB ypoBHs Warning
DebugLogsLifetime Informatio | 10.00:00:00 Bpemst xpaHeHus1 OTIaq0YHBIX
n JoroB ypoBHs Information
DebugLogsLifetime Debug 2.00:00:00 Bpemst xpaHeHus1 OTIaq0YHBIX
J10roB ypoBHs Debug
DebuglLogsLifetime Trace 1.00:00:00 Bpemst xpaHeHUs1 OTIaq0YHBIX
JioroB ypoBHs Trace

3.7. Hacrpoiika cepBuca DataStore

Cepsuc DataStore ciyKuT U1l XpaHEHUS U PEJOCTABJICHHS U3MEPEHUN,
KYpPHAJOB COOBITHI, COCTOSHHMI, MCTOPUM BBIIIOJIHEHHBIX KOMaHA. Tak xe
CEpBHC BBINIOJHSET ONEPALMUA OUYUCTKA COOpPaHHBIX JAHHBIX, B COOTBETCTBUHU C
[IEpPEeIaHHBIMU HACTPOUKaMHU.

Hekoropble HacTpoiiku, KOTOpblE TpU HEOOXOIMMOCTH  MOXKHO

OTpeJaKTUPOBATh, BRLIHECEHBI B IiepeMeHHbIe okpyxeHus (Tabmuna 7).

Tabnuma 7 — Cnucok mepeMeHHBIX OKpyKeHus cepBuca DataStore

IlepeMeHHast OKPYKEHUS 3HaYeHHE MO0 YMOJTIAHUIO Onmcanue
archiveClear/launchFrequenc | 1.00:00:00 [TepuoguvaHOCTH 3aIycka
y 3aJ1a4M OYMCTKH JIAHHBIX
archiveClear/functionDepth 365.00:00:00 ['myOmHa XpaHEHHsS KypHaja
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HUCTOPUU BBIIOJTHEHHBIX
KOMaH[

3.8. Hacrpoiika cucTeMbl JIOTHPOBAHMSI

Bce cepBuchl, 110 yMOT4aHUIO, UMEIOT BO3MOKHOCTD JIOTTUPOBATH B (haii,
KOHCOJb, 1100 B CYB/I.

B ciydae HE0OXOIUMOCTH — KaXXJIOMy CEPBHUCY MOKHO WHIMBHIYaJIbHO
HACTPOUTH JiorTupoBaHue. Jljis 3TOro — HEOOXOAUMO TMOAKIIOYUTHCS K
KOHTEHHEpY M TpOU3BECTH penakTupoBanue ¢aina nlog.config, KoTopblit
PacIIOJIOKEH B TAIKe ¢ IprutoKeHuem(/app).

dopmat u npumepsl HacTporku ¢aitsia nlog.config MoxeT ObITH HalICH

1o ccbuike https://nlog-project.org/config
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